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Automate Enterprise Windows 11 Deployments with
MDT and WDS

Prepare Your Virtual Environment in a Few Steps

This resource will guide you through setting up a virtual lab in VirtualBox so you can complete the
different tasks presented in this course.Virtualbox

Prerequisite :
=> Download Windows Server 2022 1SO (64-bit edition) : Microsoft Evaluation Center

A. Virtual network creation

e In VirtualBox, go to the File menu > Tools > Network Manager > Tab NAT Networks > Create
button.

e Configure the network properties : hf:ﬂ b@ @

Create  Remove Properties

o :
Name Deployments Host-only Metworks NAT Networks Cloud Networks

O IPv4 Prefix : 192.168.99.0/24

Name 1Pv4 Prefix IPv6 Prefix DHCP Server

O Uncheck the box “Enable DHCP”

|Deplcyments 192.168.99.0/24 fd17:625c:f037:a86... Disabled

e Click the Apply button to confirm.

General Options Port Forwarding

Name: Deployments

IPv4 Prefix. 192.168.99.0/24

) Enable DHCP
) Enable IPv6

B. Server virtual machine creation

e In VirtualBox, create a new virtual machine for the operating system > Insert the Windows Server
2022 I1SO > Check the box “Skip Unattended Installation”
e Hardware setup :


https://www.microsoft.com/en-us/evalcenter/download-windows-server-2022
https://www.virtualbox.org/wiki/Downloads

JPENCLASSROOMS

O Base Memory : 4096 MB
O Processors: 2
O Hard Disk : 50 GB
e Edit settings of the newly created VM :
O Storage Menu > Click the “Adds hard disk” icon > Create > Size 50 GB
O Network Menu > Attached to “NAT Network” > Name “Deployments”

M General M| preview

MName: SEV-MDT-WDS

Operating System: Windows 2022 (64-bit)

i i System

Base Memory: 4096 MB SRV-MDT-WDS
Processors: 2

Boot Order: Floppy, Optical, Hard Disk
Acceleration:  Nested Paging, Hyper-\V
Paravirtualization

- Display
|#! Storage

Controller: SATA
SATA Port O SRV-MDT-WDS.vdi (Normal, 50,00 GB)
SATA Port 1: [Optical Drive] SERVER_2022_EVAL_x64_en-us.iso (4,70 GBE)
SATA Port 2: SRV-MDT-WDS_1.vdi (Marmal, 50,00 GE)

| Audio
-' MNetwork

Adapter 1: Intel PRO/1000 MT Desktop (NAT Network, 'Deployments’)

C. Windows Server installation with graphical interface

)

e During the Windows Server installation, select the Standard edition with “Desktop Experience.’

Select the operating system you want to install

Operating system Architecture  Date modifie

Windows Server 2022 Standard Evaluation pal 34372022

Windows Server 2022 Datacenter Evaluation xhd 3/3/2022

Windows Server 2022 Datacenter Evaluation (Desktop Experience] 04 3/3/2022

< >
Description:

This option installs the full Windows graphical environment, consuming extra drive space. It can be
useful if you want to use the Windows desktop or have an app that requires it.



D.
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Server name change

In Server Manager, Local Server menu, click the
current computer name

Tab Computer Name > Click the Change button >
Set the server name to “SRV-MDT-WDS.”

Click OK twice and restart to apply.

Static IP addressing configuration

In Server Manager, Local Server menu, click
“Assigned by DHCP” in the Ethernet line
Right-click the network adapter > Properties >
Uncheck the box “Internet Protocol Version 6” >
Double-click “Internet Protocol Version 4”
Configure the network adapter properties :

O Select the two “Use...” options

O |IP Address: 192.168.99.250

O Subnet mask : 255.255.255.0

O Default gateway : 192.168.99.1

O Preferred DNS Server : 1.1.1.1
Click OK and close to apply > Close the
troubleshooter

System update

In Server Manager, Local Server menu, click “Download
updates only using...” in the Windows Update line > Check

for updates > Install all available updates.

Initialization of the secondary storage disk

| Computer Name Hardware Advanced Remote

[-! Windows us§  Computer Mame/Domain Changes
== onthe netwg

Computer description: ‘You can change the name and the membership of this

Full computer name: Computer name:

computer. Changes might affect access to network resources.

Waorkaroup: SRV-MDT-WDS|

Full computer name:
To rename this comput =

workgroup, click Chang SRV-MDT-WDS
Mare
Member of
() Domain:
(®) Workgroup:
|‘.‘\«'ORKGROUP
oK Cancel

Internet Protecol Version 4 (TCP/IPv4) Properties
General

‘You can get IP settings assigned automatically if your network supports
this capability, Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(C)Obtain an IP address automatically
(®) Use the following IP address:
IP address: 192 . 168 ., 99 | 250

Subnet mask: 255 , 255,255 . 0

192 . 168, 99 . 1

Default gateway:

Obtain DMS server address automatically
(@) Use the following DNS server addresses:
Preferred DMS server:

Alternate DNS server:

-
-
-

[ialidate settinas upon exit e

Cancel

o Windows Update

You're up to date
Last checked: Today, 4:35 AM

=

Check for updates

*Some settings are managed by your organization
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e Right-click the Start menu > Disk Management > Click the OK button to initialize Disk 1.
e Right-click the “Unallocated” area of Disk 1 > New Simple Volume
e Keep the full volume by default > Assign the letter E > Perform a quick NTFS format

File Action View Help

e @I HEI=HNE

Volume | Layout | Type File System | Status | Capacity | Free Spa... | % Free
= (Disk 0 partition 3)  Simple Basic Healthy (R... 324 MB 524 MB 100 %
== Data (E:) Simple Basic NT™ !losile e EnAn o0 nens o ann e
= Systern (C:) Simple Basic nt B = | This PC Manage -

= Systemn Reserved Simple Basic NT . ) :

‘ Computer View Dirive Tools

& « 4 B ThisPC v | B

= Disk 0 1 |

Basic System Reserved ||System (C:) Folders (7) "
30.00 GB 100 MB NTFS 4839 GB NTF 7+ Quick access

Online Healthy (System, & || Healthy (Boo ~ Devices and drives (3)

[ Desktop
‘ D load - System (C:)
ownloz = .

=Dkt (I e 5005 e of 403 GE
Basic Data (E:)

50.00 GB 50.00 GB NTFS &= Pictures CD Drive (D)

Online Healthy (Primary Partition)

[ This PC =
B Unallocated Wl Primary partition Data (E)
¥ Metwork

Wy 19,9 GB free of 49.9 GB 5

H. DHCP role installation and configuration

The method described here uses PowerShell commands. For the manual method with a graphical
interface, see the Install a DHCP Server chapter of the Manage Windows Server course.

I\ If the Guest Additions are installed in the VM and the clipboard is enabled between the physical
machine and the virtual machine, it is recommended to copy and paste the following commands directly
on the server to reduce the risk of errors : VirtualBox : How to enable the copy and paste clipboard

e |Install the DHCP Server role and its management tools.

Install-WindowsFeature -Name DHCP -IncludeManagementTools

® Add the DHCP security groups on the server.

Add-DhcpServerSecurityGroup

e Restart the DHCP Server service.

Restart-Service DhcpServer

4


https://www.youtube.com/watch?v=9cQbJEQDZBk
https://openclassrooms.com/en/courses/7710301-manage-windows-server
https://openclassrooms.com/en/courses/7710301-manage-windows-server/7803462-install-a-dhcp-server
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e Disable the false incomplete DHCP configuration warning in Server Manager.

Set-ItemProperty -Path "HKLM:\SOFTWARE\Microsoft\ServerManager\Roles\12"

-Name ConfigurationState -Value 2

® Create a DHCP scope assigning IP addresses between 192.168.99.101 and 192.168.99.200.

Add-DhcpServerv4Scope -Name LAN -StartRange 192.168.99.101 -EndRange
192.168.99.200 -SubnetMask 255.255.255.0

e Configure the Router option to 192.168.99.1 (gateway) and the DNS Server option to 1.1.1.1 for
DHCP clients.

Set-DhcpServerv40ptionvValue -Router 192.168.99.1 -DnsServer 1.1.1.1




